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1.  Purpose

The purpose of this policy is to establish the information security requirements for suppliers who have access
to the organisation’s information systems, data, and other sensitive information.

2. Scope

This policy applies to all suppliers, vendors, and third-party service providers who interact with the
organisation’s information systems and data.

3. Policy Statement

3.1 Contractual Obligations

Information Security requirements must be included in all supplier contracts. This includes compliance with
relevant laws, regulations, and standards.

3.2 Access Control

Suppliers must adhere to the organization’s access control policies, ensuring that only authorized personnel
have access to sensitive information.

3.3 Data Protection
Suppliers must implement appropriate measures to protect the confidentiality, integrity, and availability of data.
3.4 Incident Management

Suppliers must have an incident management process in place and must report any information security
incidents to the organisation immediately.

3.5 Auditing Requirements

Suppliers must comply with any information security audits and assessments that may be conducted by the
organisation.

4. Roles and Responsibilities

e Supplier Management Team: Responsible for distributing and receiving the supplier assessments

and ensuring compliance with this policy.
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¢ Chief Information Officer: Responsible for reviewing the assessment in line with Risk Management
Processes and Procedure as, as well as reverting to the supplier surrounding the findings and
requirements.

e Suppliers: Responsible for adhering to the information security requirements outlined in this policy
and reporting any information security incidents, as well as any changes on the supplier's side that

may impact the supplier's information security whether positively or negatively.
5. Monitoring and Review

This policy will be reviewed annually or as needed to ensure its effectiveness and compliance with applicable

laws and regulations.

6. Enforcement

Non-compliance with this policy may result in termination of the supplier contract and other legal actions.
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